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LAW ENFORCEMENT SENSITIVE

FBI INTELLIGENCE BULLETIN no. 89
October 15, 2003

Traditional demenstration tactics by which protestors draw attention to theijr causes include
marches, banners, and forms of passive resistance such as sit-ins. Extremist elements may
engage in more aggressive tactics that can include vandalism, physical harassment of delegates,
trespassing, the formation of human chains or shields, makeshif! barricades, devices used against
mounted police units, and the use of weapons—such as projectiles and homemade bombs. Even
the more peaceful techniques can create a climate of disorder, block access to a site, draw large
numbers of police officers to a specific location in order to weaken security at other locations,
obstruct traffic, and possibly intimidate people from attending the events being protested.

During the course of 2 demonstration, activists often communicate with one another using cell
phones or radios to coordinate activities or to update colleagues about ongoing events, Other
types of media equipment (video cameras, photographic equipment, audio tape recorders,
microphones, and computer and radio equipment) may be used for documenting potential cases
of police brutality and for distribution of informatien over the mnternet.

Extremists may be prepared to defend themselves against law enforcement officials during the
course of a demonstration. Masks (gas masks, goggles, scarves, scuba masks, filter masks, and
sunglasses) can serve to minimize the effects of tear gas and pepper spray as well as obscure
one's identity. Extremists may also employ shields (trash can lids, sheets of plexiglass, truck tire
inner tubes, etc.) and body protection equipment (layered clothing, hard hats and helmets,
sporting equipment, life jackets, etc.) to protect themselves during marches. Activists may also
use intimidation techniques such as videotaping and the swarming of police officers to hinder the
arrest of other demonstrators.

After demonstrations, activists are usually reluctant to cooperate with law enforcement officials,
They seldom carry any identification papers and often refuse to divulge any information about
themselves or other protestors. Post-demonstration activities can include fundraising in support
of the legal defense of accused protestors and demonstrations of solidarity calling for the release
of the accused.

Law enforcement agencies should be alert to these possible indicators of protest activity and
report any potentially illegal acts to the nearest FBI Joint Terrorism Task Force.
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Md. Police Put Activists’ Names On Terror Lists
Surveillance's Reach Revealed
By Lisa Rein

Washington Post Staff Writer
Wednesday, October 8, 2008

The Maryland State Police classified 53 nonviolent
activists as terrorists and entered their names and
personal information into state and federal databases
that track terrorism suspects, the state police chief

acknowledged yesterday.
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ACLU: Protesters placed in

terror files
2 )

The names and licenseplate numbers of about 30 people who
protested three years ago in Colorado Springs were put into FEBI
domestic-terrorism files, the American Civil Liberties Union
Foundation of Colorado said Thursday.

The Derver-bazsed ACLL obtained federal documents on a 2002
Colorado Springs protest and a 2003 anti-war rally under the
Freedom of Information Act.

ACLU legal director Mark Silverstein said the documents show
the FEI's Jaoint Terrarism Task Farce wastes resources
generating files on "nonviolent protest.”

"These documents confirm that the names and license plate
numbers of several dozen peaceful protesters who committed no
crirne are nove in a JTTF file marked 'counterterrarism,'™ he said.

"This kind of surveillance of First Amendment activities has
serious consequences. Law-ahiding Americans may be
reluctant to speak out when doing =0 means that their names
will wind up in an FBI file."
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Colorado ‘fusion center’ to step up
intelligence gathering during DNC

Federal law enforcement and military will monitor 'suspicious
activities' for security threats.

Federal and state law enforcerment officials will increase intelligence operations during
the Demaocratic Mational Comention, overseeing an information war roorm that will be
staffed around the clock with anakysts who access a dozen databases while receiving
reports of "suspicious activi' — activity that some civil liberarians claim could e nothing
mare than engading in anti-war protests or photographing federal facilities that could be
targeted for terrarist attack.

Central to the efforts is Colorado's "fusion” center, a place designed to facilitate
intelligence sharing among federal, state and military agencies in an effort to prevent
terrorism. But civil rights advocates fear that the Colarada Infarmation Analysis Center,
(CIAZY now housed in an incaonspicuous office building in Centennial, a southern suburh
of Derver, could enable unwarranted spying on Americans exercising their First
Amendment rights at the convention.
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Terrorist/Extremist Group Presence

A wide variety of terror or extremist groups have links fo Division 1. Richmond's history as the
capital city of the Confederacy, combined with the city's current demographic concentration of
Afnican-American residents, contributes fo the continued presence of race-hased extremist groups.
This area is also the site of several community colleges and urban universities that attract a
diverse range of domestic and international students and professors; two area universities are
designated as Historically Black Colleges and Universities.  While the majority of individuals
associated with educational institutions do not engage in activities of interest to the VFC, it is
important to note that University-based students groups are recognized as a radicalization node for
almost every type of extremist group. A small number of Division 1 area college students also
align themselyves with anarchist or animal and/or environmental groups.
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Recruitment: Militias are recruiting members and supporters through the following
means: gun shows, online forums, websites, social networking sites, and informal so-
cial networks. Additionally, militia recruitment may be done at events or meetings
held by organizations that share ideologies with the militia.

You are the Enemy: The militia subscribes 1o an anti-government and NWO mindsel, which creates a threat to law en-
farcement affizers. They view the military, National Guard, and law enforcement as 4 force thal will confiscate their fire-
arms and place them in FEMA concentration camps.
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Political Paraphernalia: Militia members most commonly associate with 3rd party political groups. It is not uncommon for
militia members to display Constitutional Party, Campaign for Liberty, or Libertarian material. These members are usually
supporters of former Presidential Candidate: Ron Paul, Chuck Baldwin, and Bob Barr.
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